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Preface 

This paper was prepared for Office of the Under Secretary of Defense for Acquisition, 
Technology, and Logistics under the task order Joint Advanced Warfighting Programs 
(JAWP). It addresses the task order objective of generating advanced joint operational 
concepts and joint experimentation to assist the Department of Defense in attaining the 
objectives of Joint Vision 2020. Members of the JAWP contributed to the ideas and 
review of this report. 

The JAWP was established at the Institute for Defense Analyses (IDA) by the Office of 
the Secretary of Defense and the Joint Staff to serve as a catalyst for stimulating innova- 
tion and breakthrough change. The JAWP Team is composed of military personnel on 
joint assignments from each Service as well as civilian analysts from IDA. The JAWP is 
located principally in Alexandria, Virginia, and includes an office in Norfolk, Virginia, 
that facilitates coordination with the United States Joint Forces Command. 

This paper does not necessarily reflect the views of IDA or the sponsors of the JAWP. 
Our intent is to stimulate ideas, discussion, and, ultimately, the discovery and innovation 
that must fuel successful transformation. 



Introduction 

From April 1997 to April 1999,1 had the 
privilege of commanding the 1st Brigade 
Combat Team (1BCT), 4th Infantry Divi- 
sion, at Fort Hood, Texas. The 1BCT at 
that time was engaged in a series of train- 
ing events and experiments that were fo- 
cused on the potential application of 
information technology to military opera- 
tions. The 1BCT learned many lessons. 
The purpose of this paper is to share 
those lessons, and to make recommenda- 
tions on how to best apply information 
technology to warfighting. 

As we in the US Army work our way into 
the twenty-first century, we have identi- 
fied information technology as a critical 
enabler. We are convinced, intuitively, 
that the proper employment        Technology isn.t 

of information technology will        the panacea for        imperatives provide us with a 
enhance our situational aware- poor training. 
ness. Ideally, we will have bet- 

We owe it to future generations of war- 
fighters to expedite our transition to the 
battlefield envisioned in the Army Vision. 
By capitalizing on lessons already learned, 
and using those as a start point, we can 
continue to forge ahead. However, a 
common and accurate phrase to describe 
our situation is, we don't know what we don't 
know. More poignantly, however, we don't 
know what we do know. We must get better 
at capturing and disseminating lessons 
learned. 

This paper focuses on sharing lessons 
learned across all of the imperatives for 
change—doctrine, organization, training, 
leader development, materiel, and soldiers 
(DOTLMS)—though not in the order of 

the standard acronym. These 

ter visibility on where we are, where our 
buddies are, and where the enemy is. 

Across all the Services, great work has 
been done experimenting with informa- 
tion technology. Some have labeled this 
as experiential learning. We have found that 
when it comes to working with new tech- 
nology, we truly learn by doing. We are 
working our way into uncharted territory: 
the military applications of information 
technology. Clearly, we can learn from 
businesses and industry, and we can pos- 
tulate the uses of the technology. How- 
ever, the environment in which the US 
Army operates is so different than the 
civilian sector that there are obvious 
complications. 

well-established strategic ar- 
chitecture for planning and 

executing change. It is important to un- 
derstand up front, however, that each of 
DOTLMS imperatives is intertwined— 
each one is affected by, and affects, the 
other. The trick is keeping all of these 
imperatives balanced as we work our way 
into the future. Each imperative has to be 
worked, and matured, in concert with the 
others and not alone. 

The tendency seems to be to fixate on the 
Materiel dimension as we harness new 
technology. We do that with great risk. 
Technology isn't the panacea for poor 
training. People and units must under- 
stand the new technology and be able to 
employ it. Doctrine, tactics, techniques, 
and procedures (TTP) all must be devel- 
oped and written, and disseminated and 
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understood in order to use 
the new equipment. Bottom 
line: Jill the imperatives must be 

worked together—they truly co- 
evolve. 

Every experiment was 
transformed as much 

as possible into a 
training event. 

The mission of the 1BCT was to be pre- 
pared to deploy and conduct military op- 
erations and to participate in the Army's 
experiments, all the while maintaining bal- 
anced readiness. In short, we had to be 
prepared to fight and win our nation's 
wars, conduct experimentation, and en- 
sure that we provided our soldiers and 
their families a sound quality of life. Si- 
multaneously managing these three criti- 
cal missions (warfighting, experimenta- 
tion, and taking care of soldiers and their 
families) was a challenge. 

During this period the 1BCT participated 
in many training events, tests, and experi- 
ments. Key events included the following 

► Task   Force   Advanced   Warfighting 
Experiment 

► Division Advanced Warfighting Ex- 
periment 

► Future Battle Command Brigade and 
Below Limited User Test 

► Corps Warfighter Exercise 

► National Training Center (NTC) rota- 
tion 

Each test and experiment had basically 
the same hypothesis: 

If we can improve a unit's ability 
to have situational awareness 
(Where and I? Where is my bud- 
dy? Where is the enemy?), then 
we will see improvements in le- 
thality, survivability, and the abil- 
ity to manage the tempo of the 
battlefield. 

A critical point was that every 
experiment was transformed 
as much as possible into a 
training event. Remember, the 
primary mission of the Bri- 

gade Combat Team was to be prepared to 
deploy and fight to win our nation's wars. 
We had to be able to conduct experi- 
mentation and train simultaneously. 

There is clear power in the use of infor- 
mation technology. We can take advan- 
tage of improvements in technology to 
enhance our ability to fight and win our 
nation's wars. 

It is important to always remember in 
dealing with advanced technology, espe- 
cially when it comes to warfighting, the 
Soldier imperative. It is all about the sol- 
diers. We will never replace people on the 
battlefield. They are the people who make 
the technology work, and we can never 
forget that. 

Always remember—high-tech demands high 

touch. Human beings want to be talked to, 
cared for, taught, encouraged. It was true 
yesterday; it is true today; and it will be 
true tomorrow. 



Soldiers 

The men and women of the US Army are 
amazing. They are truly the essence of 
what we do every day. Daily they report 
for duty, eager to learn, eager to do their 
very best. All they ask is to be well led 
and well cared for. They will ensure that 
we successfully access the power of in- 
formation technology. Our job, as their 
leaders, is to ensure we facilitate this 
process. Remember: Everything we do is for 
them, with them. Improvements in lethality, 
survivability, and the ability to manage the 
tempo of the battle will allow us to ac- 
complish our mission, with minimal loss 
of soldiers' lives. That is what it is all 
about. 

It  is   important  to   define 
early in this discussion the 
characteristics we want our 
twenty-first century soldiers 
to have. To take advantage 
of the power  of advanced  technology, 
specifically   information    technology,    I 
have found the following characteristics 
to be highly desirable in our recruits: 

► Focused, quick learner 

► Comfortable with the technology 

>•     Comfortable in dealing with ambigu- 
ous, uncertain situations 

>•    Able to make decisions 

► Superb communication  skills  (orally 
and in writing) 

► Cooperative nature 

► Truly embraces change 

A critical point to 
remember is that today's 

soldier is extremely 
trainable on information 

technology. 

The next issues to be addressed are: 

► How we can attract these kind of 
people into our Army? 

► How we can select soldiers for spe- 
cific skills and positions? 

► How can we retain them? 

A critical point to remember that today's 
soldier is extremely trainable on informa- 
tion technology. Lots of people are con- 
cerned how we will teach our junior 
enlisted the technology. Quite frankly, 
this is the least of our worries: today's 
young soldier was most likely taught 
computers in grade school, and is com- 

fortable on a keyboard and 
with dealing with electronic 
information management. 

As I walked through the 
billets in the evenings, I 

found the majority of our young soldiers 
had their own personal computers in their 
rooms. Rather than watching TV or find- 
ing ways to get in trouble, a large number 
of our soldiers spent their free time ac- 
cessing the Internet, sending e-mail to 
their family, playing games on a com- 
puter. I have been asked, "How is the 
best way to determine who should be our 
computer operators? Should we look at 
General Test (GT) scores, level of college 
education?" No. The best way to choose 
your computer operators is simply to 
walk through the billets at night and find 
those soldiers who spend their free time 
working with computers. For example, 
the best Maneuver Control System (MCS) 
operator we had in the 1BCT Team had a 
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GED (General Equiva- 
lency Diploma) but he 
loved computers. 

An amazing thing hap- 
pened as we worked the 
individual training of our 
soldiers on the high-tech devices we were 
given. Routinely, our junior enlisted were 
given a basic block of instruction on how 
to use the technology, and then they dis- 
covered (by working through the issues) 
the power of the technology. It was only a 
matter of time before the soldiers knew 
more by purely experiential learning about 
the capabilities of the system than their 
instructors and their chain of command. 
These soldiers enjoyed the challenge of 
how to make the technology work to its 
maximum potential. Routinely, the young 
service members became the center of grav- 
ity on a particular piece of technology, the 
real experts on a particular system. 

Given that our young service members 
truly have the potential of the technology 
in their hands, we must empower them to 
use the technology. A young service 
member must understand that he is a 
critical member of the team. He must un- 
derstand what information the com- 
mander needs to make critical decisions 
and fight the battle—and then be com- 
fortable with approaching the com- 
mander, regardless of rank, with that 
information when it becomes available. 
This only happens through the establish- 
ment of a positive, concerned, caring 
command climate. Every soldier must feel 
empowered. They must be convinced that 
the contribution that they can make to 
the team is as important, if not more so, 
than those of the more senior members 
of the team. 

There is nothing a leader 
can do in a peacetime 

environment that is more 
important than to train our 
immediate subordinates. 

Someone once said, 
"High tech demands high 
touch." Service members 
today, just like those of 
yesterday, are human be- 
ings, complete with needs, 

desires, emotions, and feelings. Just be- 
cause we have given the human being 
powerful computing technology doesn't 
mean that we can ignore his basic human 
needs. 

We are seeing the phenomenon today of 
"command by e-mail"—and we are feel- 
ing the effects. Sitting in your office, 
pounding out a message on the keyboard, 
and pushing SEND aren't communicat- 
ing. Remember—there is a human being 
at the other end of the e-mail chain. Did 
he receive the message? Did he access his 
e-mail that day? Did he understand what 
you intended to say? Was he able to per- 
ceive, by your use of punctuation, italics, 
or underlining, what you really thought 
was important? 

Today's service member wants to feel like 
he is part of the team—part of the solu- 
tion to the day's problem. He has quali- 
ties, characteristics that can contribute to 
the matter at hand. We must access those 
abilities. Most importantly, we must work 
daily to develop our subordinates. There 
is nothing a leader can do in a peacetime 
environment that is more important than 
to train our immediate subordinates. 

The critical piece to this training is 
monthly, written counseling. Whether he 
admits it or not, every service member 
wants to be told routinely how he is do- 
ing. It is imperative that we sit our subor- 
dinates down at least once per month and 
counsel them in writing. We must devote 
the time (and it does take time, but it is 
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time well spent) to articulate 
in writing our subordinates' 
strengths,   weaknesses,   and 
objectives for the following 
month. We must—through 
routine,   uninterrupted,   fo- 
cused counseling—tell them how they are 
doing, and what we want them to do to 
improve (and just as important, what we 
are going to do to help them improve.) 

We must remember that our subordinate 
leaders are service members as well and 
need the same "high touch" that our jun- 
ior enlisted do. Leaders must also be 
counseled. In addition, we must provide a 
mechanism where our leaders (at all lev- 
els) can get focused feedback from their 
subordinates and peers as well as from us, 
their supervisors. 

An issue then develops—retention. We 
train our soldiers on the use of informa- 
tion technology. These soldiers, often 
through trial and error, learn even more 
by teaching themselves and sharing les- 
sons learned. The ever-present contractor 
sees the talent of the young soldier and 
then convinces him or her to leave the 
Army, do basically the same job, and 
dramatically increase his or her salary 
overnight. 

To that end, we must do something now 
to retain our quality soldiers, especially 
those with critical, highly technical skills. 
Soldiers with these skills tend to be low 
density (there aren't very many of them) 
but in extremely high demand. We give 
proficiency pay to our pilots and our doc- 
tors. It is time that we recognized the ir- 
replaceable contribution these young 
soldiers make and reward them accord- 
ingly. However, that pay is only part of 
the solution. There are a variety of things 

We must do something 
now to retain our quality 

soldiers, especially 
those with critical, highly 

technical skill. 

that we can do to retain our 
soldiers not only today but 
tomorrow as well: 

► We can accelerate their 
promotions and pro- 
vide bonuses. 

► We can stabilize them in their current 
position. 

► We can focus on their families by 
providing programs for kids, improv- 
ing child care, and providing adequate 
on post housing. 

► We can provide employment oppor- 
tunities for members of their family. 

► We can provide them the opportunity 
to improve their retirement package 
(a 401k kind of program). 

We must always remember that "adven- 
ture sells." The young soldier, and his 
young leaders, joined the US Army look- 
ing for something different than what so- 
ciety had to offer. If he had wanted to be 
a computer programmer or a telephone 
technician, he could have chosen to work 
for Microsoft or AT&T. Our soldier 
longs for the "intangibles" that life in ser- 
vice to our nation offers, such as the 
comradery, discipline, and shared hard- 
ships. He wants to travel to far-off, exotic 
places; do things (jump out of airplanes, 
rappel out of helicopters) that his buddies 
back home can't do; and then he wants to 
be able to go home and brag. We must 
foster this kind of adventurism. 

It is imperative that we look closely at 
what motivates these high-tech warriors, 
and then nurture it. An impediment to 
this process is the current "up or out" 
policy we have in our Army. Many of the 
soldiers with high-tech skills love doing 
their job (operating ABCS (Army Battle 
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Command System) boxes, 
installing computer net- 
works, etc.) but have no 
aspiration to be leaders. 
The idea of being a squad 
leader or a platoon ser- 
geant isn't appealing to them. In fact, in 
many cases, it scares them to death. 
Given the choice to attend the Primary 
Leadership Development Course or leave 
the service, many chose to leave. We need 
to revisit this policy. 

We must look closely at our personnel 
assignment policies. First, we must ensure 
that we utilize the talents of our service 
members after they have been in a digital 
organization. Routinely, we are sending 
them to units that don't have digital 
equipment. Information technology skills 
are so perishable that it is only a matter of 
months before the soldier has forgotten 
all that he was taught. Worse yet, he did 
not have the opportunity to train his fel- 
low soldiers on what he did know. He 
didn't share what he had learned before 
he changed assignments. 

Stabilization isn't the answer. Stabilizing a 
small cadre of individuals and let them 
work digitization solely doesn't do the 
rest of our services any good. Give a sol- 
dier three years in a digital outfit, and 
then assign him to a place where he can 
either teach his skills to others or else 
document his lessons learned. 

Stabilization has a bad side effect, creating 
over time a "have and have-not" hierar- 
chy within our Army. Some soldiers will 
always be assigned where the high-tech 
equipment is, and others will never see it. 
That is wrong. We must continue to ro- 
tate our soldiers through all different 
types of units. This increases our experi- 

Information technology 
hasn't yet (and probably 

won't ever) actually 
destroy the enemy on the 

battlefield. 

ence base across the force, 
and gets everyone to "buy 
in" to the power of infor- 
mation technology. Reading 
about how well information 
technology works doesn't 

give you the same sense of ownership as 
being in a unit that has it, with you per- 
sonally benefiting by the power of the 
technology. 

We must look at how we are training our 
officers and non-commissioned officers 
(NCOs). We need fewer specialists, and 
more generalists, in our command posts. 
Routinely, the battle captain was not able 
to access artillery or intelligence systems: 
we had trained him to be an operator. 
Service members on tomorrow's battle- 
field must truly be multifunctional and 
mültidisciplined. They must be able to 
understand a wide range of issues and not 
be limited to some stovepipe operation. 

This, however, is a slippery slope to a 
dangerous situation: information technol- 
ogy hasn't yet (and probably won't ever) 
actually destroy the enemy on the battle- 
field. Lethal platoons and company teams 
still have to be maneuvered to bring 
combat power to bear on the enemy. As a 
result of that, we still must have young 
officers and NCOs who are extremely 
proficient in a particular set of skills before 
we try to develop them into multifunc- 
tional soldiers. Soldiers must always be 
grounded in the basics. 

There is also a move to get our NCO 
corps doing, over time, more of the par- 
ticular tasks that we expect of our officer 
corps today. To that I say great—but! 
Someone has to take care of the "ser- 
geant's business." Someone has to super- 
vise motor pool operations; check TA50; 
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lead physical training; and teach, coach, 
and mentor our junior enlisted. In the 
1BCT, we were blessed with a top- 
notched set of NCOs. They truly took 
care of the sergeant's business. They fo- 
cused on individual and collective training 
up to and including crew level. They de- 
ployed the 1BCT, ran ranges, and ensured 
our soldiers and equipment were prepared 
for deployment and combat operations. 
Someone has to do the sergeant's busi- 
ness in the twenty-first century. 

Leader development will be dealt with in 
detail in a subsequent chapter, but it is 
important to discuss individual soldier devel- 
opment. We must first focus on the basics 
in both individual and collective training. 
For the majority of soldiers, we must not 
change what we currendy teach in basic 
training. Teach them to be soldiers first 
before we worry about teaching them to 
operate high-tech equipment. We found 
that NCOs, having been trained as In- 
structor Key Personnel by qualified per- 
sonnel, were able to train new soldiers on 
the basic use of equipment in a relatively 
short period of time. 

For the critical, low-density-high-demand 
MOSs (military occupational specialties), 
we must change our institutional learning 
base to give the soldiers the skills, knowl- 
edge, and attributes (SKAs) they need to 
perform once they reach their first unit. 
Significant time must be spend early in 
their development to teach them mainte- 
nance and repair procedures for the high- 
tech equipment. 

We must ascertain the best way to con- 
tinue the education of our critical special- 
ists. Moore's Law states that information 
technology changes every 18 months or 
so. Consequently, we must have a system 

to return our soldiers to a training base 
(government, contractor, or academic) to 
keep him abreast with the most recent 
advances in the technology. In addition, 
we must provide incentives for self- 
development. Given certain incentives, 
soldiers will want to improve their capa- 
bilities. 

To create an environment where soldiers 
can flourish, we must create and sustain a 
real learning environment As leaders, we 
must acknowledge that "We don't know 
what we don't know" as we work our way 
into the future. We must embrace change, 
continually search for better ways to use 
the new technology, and be receptive to 
good ideas bubbling up from the privates 
and specialists. Given this environment, 
the young soldier will improve or hone 
his special skills, so he can have a greater 
impact on his unit performance. 

It's all about the people. They make the dif- 
ference, they access the power of the 
technology, they make things happen. We 
must first acknowledge all of this, and 
then align our priorities to ensure we are 
doing the right things for the people. All 
else will follow. 
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The most important thing we can do to- 
day to improve our capabilities on tomor- 
row's battlefield is to focus on leader 
development. We must identify what 
skills, knowledge, and attributes we need 
in our Force XXI leaders: 

► First, it must be emphasized that the 
majority of the attributes we need in 
tomorrow's leaders are the same as 
those we have needed in yesterday's 
and today's. 

► Leaders must be concerned, caring, 
and compassionate. They must truly 
care for soldiers and 
their families. 

They must be techni- 
cally and tactically pro- 
ficient. 

► Leaders must also be 
able to communicate their thoughts 
and ideas effectively. Leaders also 
must be effective teachers, coaches, 
and mentors. 

► Most importantly, leaders must epito- 
mize Army values. They must live by 
example the values of duty, honor, 
integrity, selfless service, respect, 
loyalty, and personal courage. They 
must "walk the walk, not just talk the 
talk." Everything they do, every day, 
must reflect positive personal com- 
mitment to Army values. In turn, they 
must ensure that their subordinates 
live Army values. 

Given information age technology, there 
are certain traits that our leaders must 
have to truly capitalize on the capabilities 

In a setting where 
abundant amounts ot 

information are available, 
leaders must be 
empowered and 
decentralized. 

resident in the technology. Leaders must 
clearly be comfortable with advanced 
technology—they cannot be intimidated 
by computers. They must be more than 
conversant in technical terms—they must 
master the technology. 

Leaders on tomorrow's battlefields must 
be able to foresee options and impacts in 
a complex setting. They must be decisive. 
They must be comfortable in uncertain, 
ambiguous settings. They must be able to 
recognize the second- and third-order 
effects of decisions they make. They must 

be    focused    and    quick 
learners. 

In a setting where abun- 
dant amounts of informa- 
tion are available, leaders 
of the US Army must be 
empowered and decentral- 

ized. As a commander of a digital brigade 
combat team, I had visibility on the loca- 
tion of each and every vehicle in the 
1BCT. For example, I could focus in on 
the actions of D32—the wingman tank of 
the 3ld platoon, Delta Company, 3-66 
Armor. Then, if I chose to, I could have 
told D32 where to go and what to do— 
totally circumventing three layers of the 
chain of command. But I chose not to do 
that. I set the filters on my digital equip- 
ment to show me company-level icons. I, 
as a 1BCT Commander, fought compa- 
nies. Battalion commanders fought pla- 
toons, company commanders fought 
individual platforms—this has not 
changed. However, there are individuals 
who, given the opportunity to micro- 
manage their units, will do so. This will 
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have a disastrous effect on 
subordinate leadership. 

One example of allowing 
technology to get in the 
way of effective leadership 
is the phenomenon of managing by e- 
mail. Some leaders, given the ability to 
communicate their thoughts and ideas 
electronically across wide formations, will 
do that via e-mail. When that happens, 
there are two results: 

► The subordinate leaders feel that they 
are being bypassed. 

► The recipient of the e-mail doesn't 
enjoy the sensation that the human 
dimension of face-to-face communi- 
cation gives us. We must ensure that 
we select and then develop leaders 
who emphasize the human dimension 
of what we do. Remember—high 
tech demands high touch. 

The selection of leaders is critical, espe- 
cially at the more senior level. The most 
effective leader development program will 
only be as good as the basic qualities of 
those leaders we select. 

At the Department of the Army level, we 
currently rely on input only from the su- 
perior in the selection process for senior 
leaders. Battalion and brigade command- 
ers, and general officers are selected based 
solely on what their bosses wrote on their 
officer efficiency report (OER). Usually 
the bosses know that the mission was ac- 
complished, but rarely do they know how 
the mission was accomplished. Was the 
subordinate leader abusive? Did he ride 

Operations on tomorrow's 
battlefield will be 10% 

planning and 90% 
execution, and will be 

very command centric. 

his   subordinates   to   the 
point of breaking? Did he 
step on his peers  to  ac- 
complish the mission? This 
current system doesn't give 
us a total look at the past 

performance and potential capabilities of 
future leaders. There must be a better way 
of selecting leaders. 

In the 1BCT, we worked with Fort 
Leavenworth to utilize a 360-degree as- 
sessment program. After the NTC rota- 
tion, peers and subordinates were 
surveyed as to what they thought of their 
boss, focusing on attributes we want in 
our leaders. For example, one question 
was "How do you think your boss did 
during the intense, stressful environment 
of the NTC?" This information was then 
given back to the soldier being evaluated, 
concentrating on identified strengths and 
weaknesses, for his own professional de- 
velopment. Throughout the 1BCT, lead- 
ers who were given 360-feedback found 
the program to be very useful. Eventually, 
we as an Army could carry that one step 
further, and design a system that allows 
selection boards and other mechanisms to 
take advantage of this information. 

Operations on tomorrow's battlefield will 
be 10% planning and 90% execution, and 
will be very commander centric. It will be 
up to commanders at all levels to make 
the right decision, at the right time, to 
truly take advantage of information tech- 
nology and improve our lethality, surviv- 
ability, and ability to manage the tempo of 
the battlefield. 
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A commander must be 
decisive. He must be able 
to make decisions in situa- 
tions where he may not 
have all necessary infor- 
mation. He must define 
for himself, early on, what decisions he 
will have to make and when. The com- 
mander must be able to personally craft 
and then carefully articulate those pieces 
of information he must have to make de- 
cisions. These information requirements 
still take the form of EEFIs (Essential 
Elements of Friendly Information) and 
PIRs (Priority Information Require- 
ments). Given the insertion of informa- 
tion technology, these information re- 
quirements have become very important. 
At the same time, it is extremely easy to 
become overwhelmed by information. 
Information requirements, dictated by the 
commander, help us refine information to 
those discrete pieces of what the com- 
mander needs to know.    - 

Information requirements are dynamic 
and constantly changing. The commander 
must be able to continuously evaluate his 
information requirements to ensure he is 
asking the right questions. The staff must 
also monitor the situation and tell the 
commander, almost continuously, which 
of the information requirements have 
been answered, and which are still un- 
known. They must also routinely make 
recommendations for changing informa- 
tion requirements (adding a new one, 
modifying an existing one, or deleting 
one) to the commander. 

A commander must have a vision. Based 
on his own mission analysis, he must be 
able to see, in his mind's eye, what the 
desired outcome of the battle is. Then he 
must be able to formulate, in conjunction 

The counseling must focus on 
strengths, weaknesses, and 
objectives for the following 
month—truly the essence of 

leader development. 

with his staff, a concept 
of the operation that 
might work. He must 
personally craft and ar- 
ticulate his intent for the 
operation. This isn't a 

new concept peculiar to tomorrow's bat- 
tlefield. Currently, we don't do this very 
well. In a recent study performed at the 
US Army's NTC, data indicates that sub- 
ordinates only truly understand their 
higher commander's intent 34% of the 
time. 

The commander must be able to think 
like the enemy: 

► What are the enemy's options? 

► What decisions  must he  make  and 
when? 

► What are his vulnerabilities? 

► What are his capabilities? 

Now that I have defined what a leader 
must be able to do, how, when, and 
where should we as an Army develop 
these attributes? In accordance with our 
training doctrine, leader development oc- 
curs at many places: at the institutional 
level (e.g., advanced courses, command 
and general staff college), at the unit level, 
and by self-development. 

Leader development at the 
institutional level 

At the institution level, we must empower 
our leaders with the skills necessary to 
perform rudimentary operations on the 
equipment that will be present in their 
unit when they arrive. We have always 
expected our leaders to be technically 
proficient. This is even more pronounced 
in those units that have high technology 
equipment. We do our leaders a disservice 
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by assigning them to units 
in which the young pri- 
vates know more about 
the equipment than they 
do. 

The leader must be 
continually placed in a 

stressful, demanding 
situation, and then 

evaluated on his response. 

Above and beyond rudimentary knowl- 
edge of the equipment, we must teach our 
leaders at the institution how to utilize all 
of the equipment in an integrated fashion. 
We must focus on the issue of information 
sharing and integration. 

We must develop a system to teach lead- 
ers the art and science of battle com- 
mand. The idea of being flexible, 
adaptive, able to "think on your feet" is 
something that can be matured in a insti- 
tutional training environment before the 
leader reports to his unit. 

Leader development at the 
organizational level 

At the organizational level, there are sev- 
eral in-house techniques that units can 
use to focus on leader development. Most 
importantly, monthly written counseling 
of every single individual in the organiza- 
tion is critical. The counseling must focus 
on strengths, weaknesses, and objectives 
for the following month—truly the es- 
sence of leader development. The most 
important thing that anyone does in a 
peacetime Army is training his immediate 
subordinate. As we all know, a critical 
part of that training is evaluation. We 
must tell our subordinates how they are 
doing as leaders, and recommend ways 
they can improve. This is done through 
repetitive counseling session in which the 
good, the bad, and the ugly are discussed. 

At the end of each counseling session, ask 
the question "How am I doing?" This will 
be an excellent venue for feedback from 
subordinates. 

As with training of mus- 
cles, training of leaders 
must be exhaustive. That 
is the only way the leader 
is going to grow, to de- 
velop into a better leader. 

The leader must be continually placed in a 
stressful, demanding situation, and then 
evaluated on his response. Training 
events must focus on placing leaders at all 
levels in stressful, complex situations. 
They must routinely be forced to deal 
with uncertainty. 

Time is the most critical resource when it 
comes to leader development. To free up 
time for leader development, we must 
permit our NCOs to do their job. Let ser- 
geants do the "sergeant's business"; this 
will free up the officers to concentrate on 
leader development training. 

And we must make time for the NCOs to 
train the junior NCOs. A technique that 
we used in the 1BCT was to release all of 
the junior enlisted (SP4 and below) at 
1600 hours daily. This accomplished a 
variety of things—all good. It got the 
young enlisted home at a reasonable hour 
every day. This was much appreciated by 
the youngsters and their families. They 
had a predictable duty day. They knew 
that they had to come to PT (physical 
training) at 0630 every morning, and they 
knew that they were going to be released 
at 1600 every day. 

More importantly, the time from 1600- 
1800 every day gave the Command Ser- 
geant Major (CSMs) and lSGs time to 
train their junior NCOs. They could use 
that time for daily NCO Professional De- 
velopment to rehearse classes, or to give 
the young NCOs time to prepare for the 
next day's events. 

11 



Training 

Training has always been, and always will 
be, the cornerstone of our readiness pro- 
gram. Nothing on the digital battlefield 
will preclude the need for tough, demand- 
ing, realistic training at both the individual 
and collective training level. Always re- 
member—technology isn't the panacea 
for poor training. Soldiers and units will 
perform in combat exacdy how we had 
trained them to perform in our peacetime 
training. As a result, we must always make 
training "Job One." 

Regardless of whether you are training 
individuals or teams, you must first train 
the soldiers in the 
basics, the blocking and 
tackling. This will never 
change. Soldiers and 
their units must be 
grounded in the basics. 
They must understand their people, their 
equipment, their standing operating pro- 
cedures (SOPs)—everything that we have 
always reinforced in training. We still 
must teach our individual soldiers the 
common skills that will keep them alive in 
combat. Platoons and company/teams 
must still be able to move with authority 
(in and out of contact), take actions on 
contact, hit what they shoot at, report 
accurately, and mark and bypass obsta- 
cles. 

Once we are convinced that our soldiers 
and units are proficient in the basics, then 
we can turn our attention to the new 
technology. We must first spend time 
teaching the technology—what it does, 
how it operates, how it is repaired, etc. 

Once we are convinced that 
our soldiers and units are 

proficient in the basics, then we 
can turn our attention to the 

new technology. 

We must understand in detail the capabili- 
ties of the systems. 

After everyone on the team understands 
the technology in detail, then the training 
program must shift its focus to take ad- 
vantage of the technology, with the focus 
on the application of the technology to 
basic skills. Proper utilization of informa- 
tion technology should improve our le- 
thality, survivability, and ability to manage 
the tempo of the battlefield, but this will 
only occur if we have trained our indi- 
viduals and units to apply this technology 
to already existing basic skills. 

Battle staff training is an 
extremely complex and 
demanding piece of the 
digital training puzzle. 
Battle staffs exist at all 
levels, from company to 

corps. They are where information is 
fused and integrated. Battle staffs take 
available information, apply it against in- 
formation requirements the commander 
has articulated, and present the informa- 
tion to the commander when he needs it 
and in the format he desires. We have 
always expected our battle staffs to be 
able to (1) produce an order in a timely 
fashion that might work, (2) track the bat- 
tle, and (3) make recommendations to the 
commander. But while these collective 
skills are still critical, they aren't sufficient 
enough to capture the power of informa- 
tion technology. 

On the digital battlefield of tomorrow, we 
must have the hyper-proficient staffs who 
understand what's required of them as 
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individual staff members, 
but, more importandy, 
what's required of them 
as a member of an inte- 
grated staff. They must 
work together continu- 
ously, and this doesn't happen acciden- 
tally—it is a result of a detailed battle staff 
training program. 

Battle staff training must happen rou- 
tinely, and probably as frequently as once 
a week. The commander must be in- 
volved in the battle staff training. He 
must lead the staff through mission analy- 
sis. He must personally craft and carefully 
articulate his commander's intent for the 
operation. He must detail information 
requirements, both friendly and enemy, to 
his staff. He must work with the staff on 
a detailed wargame of the operation. He 
must lead them through a series of poten- 
tial branches and sequels based on the 
enemy doing something unexpected. 

The battle staff training should be fo- 
cused on specific vignettes that force the 
staff to use all of the available systems to 
access and integrate information. Logical 
vignettes, based on experience at NTC, 
would include battlespace management, 
response to enemy air attack, movement 
control, and penetration box operations. 

The major difficulty with battle staff 
training is the overhead required to plan, 
conduct, and "after-action review" (AAR) 
the training event. We must develop a 
low-overhead driver for digital battle staff 
training. Simply put, this would be a train- 
ing location (a battle staff conduct of fire 
trainer, if you will) where the commander 
could take his staff, turn on a switch, and 
conduct training. Some simulation must 
be connected to the ABCS boxes to cause 

A major issue is how to forge 
high performance units that 
are task organized just prior 

to the execution of a 
complex mission. 

information to be popu- 
lated to the various sys- 
tems. Battle staff training 
could then focus on the 
acquisition of that infor- 
mation, the integration of 

the information, and the presentation of 
the information to the commander. 

In line with the low overhead driver, we 
must have a digital AAR capability. After 
the battle staff training session, we must 
be able to "go back in time" and see what 
information was available when (and 
where) as part of the AAR. Snapshots of 
all the boxes must be available (what was 
the operator on screen "X" looking at 
time "Y") for the AAR 

This is truly a team sport. Building the 
team, and accepting new people onto the 
team as quickly as possible, is a difficult 
training challenge. The staff and subordi- 
nate commanders must think like the 
commander, to reach a point in their rela- 
tionship where they can actually anticipate 
what he is going to say next. Command- 
ers must spend time with their subordi- 
nates, routinely telling them what they are 
thinking and why. And this time must be 
spent in a variety of settings: social, garri- 
son, and, most importantly, in tough, de- 
manding training exercises. 

Teams come in many fashions in units 
(digital or analog): standing teams (like es- 
tablished battle staffs), ad hoc teams (target- 
ing teams), and informal teams. To make 
these teams as effective as they can possi- 
bly be, tough, demanding training is es- 
sential. If we expect the team to work 
well together in a stressful, demanding 
situation, we must make the training rep- 
licate that. The key in each situation is to 
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routinely subject the team to situations 
that cause them to bond. 

All training must include a non- 
cooperative, thinking, adaptive enemy. 
We cannot allow commanders to control 
both the friendly and enemy forces in 
training events. That is just too easy. 
There must always be an opposing force 
(OPFOR) commander whose primary 
purpose is to defeat your unit, to cause 
you to do something that you did not 
want to do. In all training exercises, there 
must be an OPFOR who is continually 
looking to concentrate his strengths 
against your weaknesses. 

All training must be evaluated. We must 
develop a core of "digital OCs" (observ- 
ers/controllers) who have had personal 
experience in developing, training, and 
fighting with digital systems. These digital 
OCs must be present to help command- 
ers develop their training programs, and 
to evaluate training as it is conducted. 
They must be there to facilitate AARs, 
and to capture lessons learned and feed 
them back into the next training cycle. 

A major issue is how to forge high per- 
formance units that are task organized 
just prior to the execution of a complex 
mission. In other words, how do you fa- 
cilitate the bonding of the new element 
with the rest of the organization? A major 
solution to that particular problem is 
standardization. Such things as TACSOPs 
(tactical standing operating procedures), 
in particular, need to be standardized. 
This can also be facilitated by early identi- 
fication of potential missions. This allows 
the commanders to establish personal 
contact (either by e-mail, video-telecon- 
ferencing, or personal visits.) 

A key element in training digital organiza- 
tions is ensuring that all subordinates 
have confidence in the technology. If 
commanders and staffs are hesitant to use 
the technology because they believe it is 
unreliable or inefficient, then they will not 
train on it. Information that appears on 
the screen must be taken at face value and 
not second-guessed. This can only be ac- 
complished by repetitive, properly re- 
sourced training events in which the 
technology is used. Confidence in the 
technology can only be attained by using 
it routinely with good results. 

Digital skills are extremely perishable. If 
soldiers (and leaders) don't use the tech- 
nology on a routine basis, they will lose 
the needed skills. We must make an effort 
to provide a garrison capability for day- 
to-day digital operations. For example, we 
should put the ABCSs in all headquarters 
(corps through battalion), and use these 
systems for day-to-day operations (pass- 
ing taskings, e-mail communication, etc.). 
In addition, we should put FBCB2 (Force 
XXI Battle Command Battalion/Brigade 
and Below) in company orderly rooms 
and require that FBCB2 be used in place 
of e-mail. This will provide for operator 
sustainment training. 

We must ensure that in our training pro- 
grams we are always conscious of the fact 
that we will have a combination of digital 
and analog units in our formation. During 
the March 1999 NTC rotation, the 1BCT 
included an analog light infantry battalion 
out of Hawaii as well as a National Guard 
Aviation unit. This will always be the 
case—so we must prepare for this in our 
training programs. Establishing properly 
equipped, properly trained digital liaison 
officer (LNO) teams can facilitate this. 
Most importantly, battle staffs must be 
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prepared to disseminate plans and orders 
both digitally (over ABCSs for example) 
and by analog means (good old-fashion 
acetate and grease pencils). 

The bottom line: We as an Army can take 

advantage of information technology now with a 

good, detailed, well-resourced training program. 

There is "goodness" in the technology as 
it currendy exists. We can access this 
goodness by training our soldiers and our 
units on how to leverage that technology. 
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Now the issue becomes, how do you fight 
with this new organization, empowered 
by information technology? This is clearly 
a challenge in view of "we don't know 
what we don't know." We can hypothe- 
size that "maybe we would fight like this" 
but we find that our thoughts generated 
while working in an air-conditioned office 
don't work when applied in the  field. 
Specifically, what's the doc- 
trine, what are  the TTPs 
that will allow us to capital- 
ize on this advanced tech- 
nology? 

Spiral development here is essential: 

► Get the technology in the hands of 
the user as soon as possible. 

► Give the user some generic concept, a 
starting point, on how to fight with 
these new systems. And then turn 
him loose. 

► Watch carefully what he does. 

► Focus on what worked, and what 
didn't. 

► Then take these ideas back into the 
doctrine-writing business to refine the 
concept. 

The key piece is developing a system 
where these lessons learned are captured 
and institutionalized. Routinely at Fort 
Hood we were too busy to stop and cod- 
ify what we did—we simply moved on to 
the next major event. Someone at the in- 
stitutional level must capture lessons 
learned and disseminate them across the 
force. 

We must continue thinking "out of the 
box." Information technology properly 
applied does indeed increases our lethal- 
ity, our survivability, and our ability to 
manage the tempo of the batde. As diffi- 
cult as it is, we must ensure that our 
thought processes aren't hamstrung by 
"the way we used to do business." Rou- 
tinely, the 1BCT would be given a new 

First, it is critical that Piece of "Mt" alon§ with 

leaders who intend to use     someone's ideas of how to 
the technology trust the       best use it. After just a 

technology. couple   of  iterations,   we 
soon found ourselves using 

the kit totally different than it was origi- 
nally intended. Allow me to take some 
time to share some lessons learned on 
"how to fight" with information technol- 

ogy- 

First, it is critical that leaders who intend 
to use the technology trust the technol- 
ogy. To make sound tactical decisions in a 
timely fashion, you must believe that the 
icon you see on the screen truly repre- 
sents the location of the friendly or en- 
emy unit identified. If you spend time 
questioning the technology, or hesitate to 
make a decision based on the fact that 
you don't trust the technology, you have 
already degraded its potential to help you 
fight. 

Battlespace has indeed increased—as well 
it should have. The normal battlespace 
for a 1BCT using information technology 
is 30 to 45 kilometers wide and 40 to 60 
kilometers deep (about three times what 
the 1BCT used to control). That's good 
stuff—gives us plenty of room to maneu- 
ver. We have the ability to expand our 
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battlespace directly as a 
result of our increased 
situational awareness. If 
we know where we are, 
and where  all of our 
friendly forces are, we 
can disperse our forces 
over a wider area and 
then concentrate them at the right place, 
at the right time, to kill the enemy. 

This is a key point: When we say that informa- 

tion technology allows us to manage the tempo of 

the battle, this doesn't imply that we do every- 

thing faster. It means that given situational 
understanding across the force, we can 
choose to engage the enemy at the time 
and place of our choosing, and at condi- 
tions that are to our advantage—not his. 

Given the expanded battlespace, the key 
element is first answering three questions: 

► How do I communicate over these 
large distances? 

► How can I sustain myself over these 
large distances? 

► How do I protect key high-value as- 
sets (HVAs) throughout my battle- 
space? 

Answers to these questions will enable 
you do determine what's feasible, given 
current conditions. Think about the en- 
emy's intentions, capabilities, and vulner- 
abilities. Then—and only then—should 
you start developing a maneuver plan to 
support your concept of the operation. 

How do I communicate over 
large distances? 

Communicating over expanded distances 
is hard. It is hard when you are trying to 
transmit only voice. It is even more diffi- 
cult when you are trying to transmit digi- 

The communications backbone 
to support your operation must be 
planned first/Given the terrain in 
the area of operations, where do 

you need to position your 
communication assets to provide 

yourself with the ability to 
communicate? 

tal information. The 
communications back- 
bone to support your 
operation must be 
planned first. Given the 
terrain in the area of 
operations, where do 
you need to position 

your communication assets to provide 
yourself with the ability to communicate? 

The digital 1BCT uses many means of 
communication to transmit information. 
Single Channel Ground and Airborne 
Radio System (SINCGARS), Enhanced 
Position Location Reporting System 
(EPLRS), Mobile Subscriber Equipment 
(MSE), and Near Term Digital Radios 
(NTDR) are all critical, and must be 
planned for. Once planned for, they must 
be positioned and protected. 

How can I sustain myself over 
large distances? 

The next issue, given the expanded battle- 
space of the digital brigade combat team, 
is sustainment. The Conservative Heavy 
Design for our divisions has redistributed 
the majority of Combat Service Support 
(CSS) to the Forward Support Battalion 
(FSB). Maneuver battalions no longer 
have internal mechanics, fuelers, ammo 
transport vehicles, or cooks. All of these 
assets reside in the FSB. Forward Support 
Companies (FSCs) are formed to support 
each of the maneuver task forces. 

This design demands careful planning on 
the part of everyone on the team. The 
maneuver task force commander must 
maneuver his FSC just as he does his ma- 
neuver companies. He must plan for the 
proper positioning of logistics assets 
throughout   his   battlespace,   and   once 
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again plan on how he is 
going to protect those 
assets. He no longer has 
the latitude to "hand 
wave" the logistics plan- 
ning to support his opera- 
tion. He must make 
planning for resupply a priority. Because 
he no longer directly controls his mechan- 
ics, his fuelers, and his ammo vehicles, he 
must plan for the proper linkup of CSS 
assets with maneuver assets at the right 
place, at the right time. Difficult but criti- 
cal stuff. 

How do I protect key HVAs 
throughout my battlespace? 

The next major consideration on the part 
of the commander of the digital 1BCT is 
how is he going to protect all of his 
HVAs over this expanded battlespace. 
Because elements are now widely dis- 
persed over a sector 30 kms in width, 
how do you ensure that your HVAs are 
protected. Ask yourself: 

► What are your capabilities, vulnerabili- 
ties, and intentions? 

► What assets are so critical to your 
operation that if you lose them, your 
chances of victory are severely de- 
graded? 

These assets become your HVAs, and 
you must protect them. In addition, the 
Division Commander may have placed 
some of his HVAs in your sector, and 
you must protect them as well. Examples 
of HVAs include counterfire radars (Q36, 
Q37), critical intelligence assets, artillery 
units, logistics elements, and air defense 
radars (Sentinels). You must make plan- 
ning for their protection a priority. 

You must pick up the red 
pen first. You must think like 

the enemy. What's he 
trying to do? What are his 

capabilities, vulnerabilities, 
and intentions? 

You must pick up the red 
pen first. You must think 
like the enemy. What's he 
trying to do? What are his 
capabilities, vulnerabilities, 
and intentions? 

Too many times we allow the intelligence 
officers to develop what they believe to 
be the "most likely enemy course of ac- 
tion" and we develop our concept of op- 
erations against that enemy plan. We 
don't take the time to step away from the 
map board and think: 

► What does the enemy want to do? 

► What's the correlation of forces be- 
tween what he has and what I have? 

► What's he going to try and strip away 
from me? 

Thinking like the enemy drives all subse- 
quent activity. Primarily it drives devel- 
opment of PIRs, those things that we 
must know about the enemy so we can 
kill him. These PIRs, in turn, drive posi- 
tioning of assets to cover named areas of 
interest (NAIs). 

As mentioned before, fighting on the 
digital battlefield is 10% planning and 
90% execution. We must retain flexibility 
and agility to take advantage of the im- 
proved lethality, survivability, and ability 
to manage the tempo of the battle pro- 
vided to us by information technology. 
Too many times we develop a plan (again 
based on what the S2 tells us in the most 
likely enemy course of action), and then 
we fight that plan, regardless of what the 
enemy is actually doing. All wrong! That 
isn't to say we shouldn't waste our time 
developing a plan. We must continue to 
do that. We just must acknowledge that 
the enemy is probably doing something 
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different than we antici- 
pate, so we must remain 
flexible. Our planning 
staffs should spend a large 
portion of their time de- 
veloping branches and sequels to our 
original plan, the "What if s." What if the 
enemy does this—then we'll do that. And 
on and on. Planning never stops. It is eas- 
ier to issue a frag order off of a plan if 
that frag order was developed before the 
bullets started flying. 

We must continue to develop the para- 
digm of "See them deep—kill them 
deep." Ideally, the only direct fire en- 
gagements we will have will be with their 
supply convoys. This is the true advan- 
tage of information technology, killing the 
enemy before he gets to friendly forces. 
Using JSTARS (Joint Surveillance Target 
Attack Radar System), unmanned aerial 
vehicles (UAVs), Army aviation, Multiple- 
Launch Rocket System (MLRS), and can- 
non artillery—combined with a maneuver 
force that positions and protects HVAs 
and fixes the enemy force—is an effective 
way of fighting. We must work to place 
our sensors (ground and air, electronic, 
manned, unmanned) as deep as possible. 

Remember, we have a wide variety of 
sensors at our disposal. Ground recon- 
naissance assets are essential to our opera- 
tion. However, if you put all your eggs in 
some "high-tech basket" (like JSTARS or 
UAVs), and that technology fails right 
when you need it, you are out of luck! 
You are now dispersed over a wide area 
with no idea where the enemy is. He can 
attack you one piece at a time and destroy 
your forces at his leisure. He now has the 
advantage. 

Collaborative planning tools 
are absolutely essential in 

planning simultaneous, 
complex operations. 

Under the Conservative 
Heavy Design, each ma- 
neuver brigade had its 
own recon troop. This 
Brigade Recon Troop 

(BRT) proved to be the most reliable, the 
most dependable, and the most flexible 
reconnaissance asset at my disposal. 
Proper initial positioning is critical. Put 
your recon troop where you believe the 
enemy is coming, based on having 
"thought like the enemy." Position NAIs 
in areas where the enemy must travel 
through, and then position recon troop 
assets to cover these NAIs. Importantly, 
place a Targeted Area of Interest (TAT) in 
proximity to the NAI covered by the re- 
con troop. Knowing where the enemy is 
only part of the equation. Killing him is 
what it is all about. Because your recon 
troop has been able to find the enemy, a 
TAI allows for an efficient method to kill 
him. Plan fires (rocket, artillery, and at- 
tack aviation) on that TAI, and work the 
sensor-to-shooter link very hard in re- 
hearsals. 

A drill that we developed in III Corps 
that worked very well (given improved 
situational awareness and understanding) 
is called "pen-box operations." We can 
use pen-box operations to defeat the en- 
emy at any point of penetration, regard- 
less whether it is a minefield breach, a 
river-crossing operation, or anything that 
causes us to channel our forces through a 
concentrated area. 

The Ti'Ps are relatively simple, all based 
on three phases of fire (which I will de- 
scribe in a moment). Once a determina- 
tion is made as to where the penetration 
will take place (utilizing all forms of re- 
connaissance assets available), the zone of 
penetration is determined. This is defined 
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as the zone around the 
point of penetration in 
which enemy forces can 
influence our operation. 

During Phase I fires, we 
first kill all enemy artillery (and observers) 
that is within range of our zone of pene- 
tration. This is a significant effort—it 
takes a lot of time and effort (and re- 
sources) to accomplish this phase of the 
operation, but it is worth the time. Sure 
beats having enemy artillery rain down on 
you right when you have massed your 
forces at the point of penetration. 

During Phase II fires, we kill those enemy 
forces that can be used to counterattack 
us at the point of penetration, specifically 
those that are within the zone. This is 
pure planning calculus, given the position 
of our forces and the enemy counterat- 
tack forces, and deciding which ones can 
indeed influence our operation. We must 
reach out and attrit them during Phase II. 

During Phase III fires, we will destroy 
those forces at the point of penetration. 
Then, and only then, do we move maneu- 
ver force through the penetration. Protect 
the force ! 

We can use JSTARS to queue the UAV. 
We found that routinely the UAV can 
give us targetable data. A decision has to 
be made early in the process whether we 
want to use our limited number of UAVs 
as a reconnaissance tool or as a targeting 
tool. In addition, there is a tendency to 
want the UAV to loiter in order to assess 
Battle Damage Assessment. 

In the Division Advanced Warfighting 
Experiment, we had ground sensors, 
called Raptors, which were basically smart 
minefields with seismic and acoustic sen- 
sors. The same issue occurred as with the 

The moral of the story is, 
you must always have an 
analog backup to your 

digital operations. 

proper use of UAVs. We 
had to decide when to 
transition the Raptor from 
a set of "eyes" to a killing 
system. 

We found collaborative planning tools to 
be absolutely essential in planning simul- 
taneous, complex operations. The key is 
getting to the point when all commanders 
have the same "understanding" as to 
what's happening on the battlefield. This 
can only be accomplished by routine 
commander-to-commander dialogues. In 
the Division, we used collaborative plan- 
ning tools extensively. 

Routinely throughout the course of a 
fight, the Division staff would announce 
the Date-Time Group (DTG) of the next 
collaborative planning session. At the 
same time, the staff would announce 
what piece of the fight (what terrain, what 
degree of resolution, what graphical con- 
trol measures, etc.) we would be looking 
at. Staffs at all levels would work to en- 
sure that a common operational picture 
was presented to commanders. At the 
designated time, the Division Com- 
mander would come on the collaborative 
planning net, and describe his view as to 
what was happening (both friendly and 
enemy operations, constraints and restric- 
tions, etc.). He would use a "John Mad- 
den pen" to write on the screen, over the 
top of the posted map. Simultaneously, all 
of these subordinate commanders could 
hear the Division Commander's voice and 
see what he was writing on the screen. 
Then, in turn, each of the subordinate 
commanders would describe their piece 
of the fight, using their appointed color 
pen to highlight specific pieces of the op- 
eration. At the end of each session, the 
Division Commander would review the 
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session and highlight for us all what he 
envisioned happening next. 

All told, these collaborative planning ses- 
sions took about 30 minutes, but they 
took the place of hours of planning in the 
analog fashion. We all left these collabo- 
rative planning sessions with a common 
knowledge (and understanding) of current 
and future operations—a phenomenal 
capability. 

It is essential that in fighting on a digital 
battlefield, you always maintain a reserve. 
I had one at the 1BCT level, and the Task 
Force Commanders created one at their 
level as well. You will never have perfect 
situational awareness. There will be en- 
emy forces in your sector that you don't 
know about. The enemy will do some- 
thing that you didn't expect. As a result of 
those unknowns, you must create some- 
thing that will give you the ability to re- 
spond to the unexpected—a reserve. 

Creating reserves under the Conservative 
Heavy Design is complicated, given the 
fact that each maneuver battalion only has 
three maneuver companies. And remem- 
ber—you have already allocated some of 
your maneuver elements to protect 
HVAs, again making generating a reserve 
more complicated. More complicated but 
extremely essential. 

At the 1BCT level, I always kept a two- 
company task force in reserve. I would 
identify the main effort, and weigh that 
main effort with additional assets (intel, 
fires, and maneuver). Normally the main 
effort Task Force had four company 
teams. 

At the Task Force level, maneuver com- 
manders tried a variety of techniques to 
create a reserve element. The most suc- 
cessful   was    taking   the    Headquarters 

Company Commander and making him 
the commander of a reserve force. Based 
on the situation, take maneuver platoons 
away from the lead company teams and 
give them to the reserve. In this way it 
was possible to create a fourth maneuver 
element (the Task Force reserve) that had 
one or two platoons attached. Very effec- 
tive. 

Finally, always remember Murphy's Law 
as it applies to advanced technology. All 
of these great information technology 
assets that we are developing are exciting 
and will be very useful on the battlefield. 
In the 1BCT, we developed our own view 
of advanced technology: "It's not IF the 
technology will fail you, but WHEN." 
You have to be prepared for the technol- 
ogy to fail you at the worst possible time: 
power sources go away, screens fail, sol- 
diers plug in the wrong wire to the wrong 
outlet and the box stops working. 

The moral of the story is, you must always have 
an analog backup to your digital operations. For 
example, a total reliance on aerial recon- 
naissance is riddled with potential disas- 
ter. During our NTC rotation, JSTARS 
was pulled to a more critical mission, 
UAV wings froze up, and other support 
disappeared. When I needed the aerial 
reconnaissance, it wasn't available. 
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The key is organizing around informa- 
tion—not around functions. We can 
change organizational structure (in the 
Tactical Operations Center (TOC), or in 
units themselves) relatively easily, but the 

There is a tendency to want to reorganize 
sooner (rather than later) to take advan- 
tage of the opportunities that advanced 
technology provides, such as increased 
efficiency or new way of doing business. 

change must be focused on facilitating      There is a major problem with this line of 
information flow. We must evaluate what 
inputs come into the organization (what 
medium, what format, etc.) and what 
outputs do we expect (orders, graphics, 
etc.). Once we know that, we can organ- 
ize our TOCs, headquarters, etc., to truly 
capitalize on the power of information 
technology. 

A perfect example is plans 
and operations at the bri- 
gade or division level. Rou- 
tinely, we separate the two 
functions. However, there isn't an effi- 
cient method to ensure that everything 
the current operations people know about 
what's happening is transferred to the 
planning people, or vice versa. 

Another example is the information avail- 
able in each of the ABCS boxes. Rou- 
tinely, a piece of information that the S3 
needed would be resident in the Fire 
Support Officers "box" but the Fire Sup- 
port Officer (FSO) never bothered to tell 
the S3. 

Reorganizing based on 
the projected presence 
of enablers—before the 
enablers are actually 

present—is dangerous. 

thought. Reorganizing based on the pro- 
jected presence of enablers—before the 
enablers are actually present—is danger- 
ous. There are cost savings (time, people) 
embedded in the goodness of advanced 
technology, but reorganizing before that 
technology is present causes problems in 

the ranks. It simply just 
makes things harder. 

Thought processes hinder 
attempts at organizational 
changes. Many of us are 
wedded to a specific idea 

only because we are comfortable with that 
particular idea. We cannot allow ourselves 
to be hamstrung by the way things were. 

Each of the imperatives is intertwined 
with each other. Nothing illustrates that 
example more that the tie between leader 
development and organizations. If or 
when we reorganize, we reduce the num- 
ber of positions that allow our subordi- 
nates to grow, then by definition we are 
affecting our leader development. Noth- 
ing takes the place of learning by doing. 
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It is important to first discuss the degree      decision is yes? Then we must modify 
to which changes in materiel affect all of      organizations, which is a major effort. 
the other imperatives. They are all inter- 
twined. The key to successful transforma- 
tion lies in the co-evolution of doctrine, 
training, leader development, soldiers, 
organizations and materiel. Successful 
transformation isn't just about materiel. 

There are believers in simple fixes: give a 
unit a new piece of kit, a new "widget" 
that will solve a problem in this particular 

area. The new piece of kit      ,t is imperative that we 
supposedly will become the     design systems that are 
panacea  for  poor  training, interoperable, 
poor   leader   development, 
etc. All wrong! That new widget now af- 
fects everything the unit does. 

First, soldiers and leaders must be 
comfortable with the widget. They have 
to understand its capabilities and limita- 
tions. They have to know how to employ 
it, how to fix it, how to sustain it. This 
can only be accomplished by a detailed 
individual soldier and leader development 
program. 

Next, leaders having a basic understand- 
ing of the technology must be able to de- 
velop a plan to train individuals and units 
on how to employ, fix, and sustain the 
widget. This training will be in addition to 
all the other training the unit already must 
perform to maintain its combat readiness. 
These requirements didn't go away be- 
cause the new widget appeared. 

The unit's organizational structure must 
be revisited. Will modifications in current 
organizational design do a better job of 
employing this new widget? And if the 

Soldiers have to move, perform the "duf- 
fle bag drag," if you will. Equipment has 
to be moved, inventoried, and stored. Ef- 
ficiency reports must be completed. 

Once the unit has had an opportunity to 
use the new widget, changes in doctrine 
and TTPs will become evident and will 
need to be captured and institutionalized. 
SOPs will have to be revisited. As we 

learn to effectively use new 
widgets, we truly "learn by 
doing." Much of the evolu- 
tion of doctrine and TTPs is 

trial and error: what worked and what 
didn't? 

As we develop systems, or improve the 
ones we currendy have, we must focus on 
the integration of their capabilities. De- 
veloping stand-alone, stovepiped systems 
isn't useful. A perfect example is the cur- 
rent lack of integration of the ABCS. 
Every one of the boxes has some piece of 
information that the commander needs. 
The problem is, these boxes aren't inte- 
grated: all integration has to take place in 
the minds of the staff officers or in the 
mind of the commander himself. Just as 
important is the seamless integration of 
FBCB2 with the ABCSs. For example, 
Blue information that is resident in 
FBCB2 must be ported automatically to 
MCS. This will enhance the credibility of 
the Blue icon. Red information, generated 
by FBCB2 spot reports, must automati- 
cally populate All Source Analysis System 
(ASAS). Next, ASAS populates MCS with 
Red icons and now we have what the 
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commander needs—an inte- 
grated Red-Blue picture. 

We have acknowledged that 
we as an Army will fight on a 
joint and combined battle- 
field. Therefore, it is imperative that we 
design systems that are interoperable. For 
example, the Marine Corps has its own 
set of digital command and control de- 
vices, all different than those of the 
Army. The only "box" that is the same is 
the Advanced Field Artillery Tactical Data 
System (AFATDS) box. The intel box, 
the operations box, the air defense box, 
and the combat service support box are 
all different. They don't talk to each 
other, they don't understand each other. 
Because we will fight on a joint and com- 
bined batdefield, we must work to resolve 
this deficiency. 

One of the critical enablers in using in- 
formation technology to enhance lethal- 
ity, survivability, and the ability to manage 
the tempo of the battlefield is adaptive 
command and control. What elements of ma- 
teriel can we interject to facilitate com- 
mand and control on a digital batdefield? 

First, we must be hesitant to impose too 
much standardization on commanders. 
How he does arrange his TOC? How 
does he work information flow in his or- 
ganization? It is critical to give him the 
information in a format and a presenta- 
tion that he can use and feel comfortable 
with—or else he won't use it. 

Remember, we are dealing with human 
beings as we work the application of the 
technology. If we don't take into consid- 
eration the human dimension, in this case 
the personal needs of the commander, we 
won't realize the full utility of the new 
materiel. 

Nothing has, nor will, 
preclude the need for 
the commander to go 
forward, to fight from 

the front. 

We must also acknowledge 
that even though Moore's 
Law is in effect, and that the 
speed of processors will 
double every 18 months, the 
human being on tomor- 

row's battlefield will look a lot like the 
human being on yesterday's and today's 
batdefields. His processing capacity didn't 
double. The human-computer interface 
must be considered. 

Nothing has, nor will, preclude the need 
for the commander to go forward, to 
fight from the front. He must be in a po- 
sition to see first hand what's happening 
at the critical point in the battlefield. His 
subordinates want to see him forward, 
being part of the action at hand. He must 
smell the cordite, share the hardships—all 
the things that extremely effective com- 
manders have done over the past centu- 
ries. While in the pursuit of information 
technology, we must emphasize how to 
get the information to the commanders, 
and not force the commanders to be wed- 
ded to their TOCs. 

We must concentrate on developing mo- 
bile command and control platforms. 
Commanders must constantly have access 
to critical information, and they must be 
able to move freely around the batdefield. 
Mobile command and control is the critical en- 
abler. There is a requirement for the digital 
unit commander to be able to command 
and control from both ground and air 
platforms. Currendy, two ongoing pro- 
grams address this requirement: Com- 
mand and Control Vehicle (CCV) and 
Army Airborne Command and Control 
System (AACCS). 

We must continue to work to get the 
commander what he needs wherever he 
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is, and not require him to 
return to his TOC to get 
that information. The es- 
sence of what the com- 
mander needs is simple: 

► First and most important, he must 
have the status of the answers to the 
information requirements he articu- 
lated, both enemy and friendly. 

► Then he must be able to see on a sin- 
gle screen an integrated Red and Blue 
picture. Where are the enemy and 
friendly units in his batdespace? 

► In addition, he must have visibility on 
all those things that influence his 
scheme of maneuver in his area of 
operation. Where are the natural ob- 
stacles, chokepoints, enemy mine- 
fields, enemy chemical strikes, etc.? 
This must be one screen, tailorable to 
the size of the batdespace so the 
commander can choose to focus on 
any point in time. 

We must avoid the tendency to "filter 
information" before it gets to the com- 
mander. If the piece of information ad- 
dresses specifically what the commander 
has asked for in his information require- 
ments, then we must get it to him in the 
format he desires. We must get expert 
agents to help us manage information. 
We must develop systems within our 
software that help package bits of infor- 
mation into useable groups. In addition, 
we must pursue agents that, given a his- 
torical database of what the enemy has 
done in the past, will help us "think like 
the enemy." Expert agents can capture 
pieces of information that aren't of use 
right now but will probably be important 
very soon (when the enemy does some- 
thing you didn't expect him to do). 

We must develop tools 
to help the 

commander visualize 
the battle. 

We must focus on collabora- 
tive planning tools. Collabo- 
rative planning tools allow 
commanders (or staff offi- 
cers) at all levels to simulta- 

neously share thoughts and ideas about 
ongoing or anticipated missions. The Di- 
vision Commander, for example, can use 
a "John Madden Whiteboard" capability 
to sketch out his commander's intent and 
scheme of maneuver for all the brigade 
commanders to hear simultaneously while 
staying at their distant location. The sub- 
ordinate commanders can then review for 
the group the current situation in their 
areas of the battlefield, and highlight is- 
sues from their perspective with the up- 
coming operation. This is, undoubtedly, 
powerful stuff. 

In addition, we must develop tools to 
help the commander visualize the battle. 
This could come in the form of mission 
planning and rehearsal tools, as well as 
tools that allow the commander to share 
his vision with his subordinate command- 
ers. Currently, we still are fixated on sand 
table rehearsals. Groups are gathered 
around large terrain boards, and we walk 
them through the battle as it progresses. 
Modern technology can provide us visu- 
alization tools. We must develop systems 
that help us visualize the battie, and then 
share the visualization with our subordi- 
nates. We must be able to carefully show 
them what's in our "mind's eye." 

We must design our systems so that our 
soldiers can use, maintain, and fix them. I 
found that routinely our 74B (automation 
specialists) and 31U (communication spe- 
cialists) could fix the high-tech systems, 
given the parts. We must avoid designing 
our systems so that everywhere we go, we 
deploy with "contractor battalions." 
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We must retain an analog ca- 
pability in our TOCs for two 
primary reasons. First, we 
must remember Murphy's 
Law as it applies to technol- 
ogy: It isn't IF the technology will fail but 
WHEN will it fail. When it does fail, 
there must be an analog backup capability. 
In addition, for the foreseeable future, 
units will consist of a combination of 
subordinate units, some with a digital ca- 
pability and some without. There is still a 
requirement for both FM radios and 
ABCS boxes. There is still a requirement 
for both digital screens and map boards. 
And, as a result of the preceding re- 
quirement, there is still a need to provide 
a sufficient number of soldiers to con- 
duct both analog and digital operations in 
command and control centers. 

We must have a built-in redundancy in 
our command and control nodes. We 
must give the enemy credit: he is smart 
enough to look at us and determine what 
our capabilities and vulnerabilities are. He 
knows that he must disrupt our ability to 
command and control digitally; and as a 
result, he is going to focus his assets to 
disrupt our command and control. He is 
going to consider our command posts to 
be high payoff targets—our command 
posts will be extremely vulnerable. I 
would propose designing two identical 
TOCs for 1BCT operations—a "hot" 
command post and a "cold" command 
post, if you will. Each command post 
would have the same capabilities. The 
command post where the commander is 
closest to would be designated the hot 
command post. The cold command post 
would shift to the place on the battlefield 
where the commander would most likely 
need to be next. 

We must have a built- 
in redundancy in our 

command and 
control nodes. 

And we mustn't forget the 
importance of eavesdrop- 
ping. The advantage of FM 
communications is our abil- 
ity to "eavesdrop" on other 

folk's nets to understand what's going on 
in their part of the battle. Current ABCSs 
don't allow you to do that. This is all part 
of the critical aspect of information tech- 
nology: information sharing. Some people 
believe that the end-state is a "quiet 
TOC," an environment where everyone is 
wearing headsets and staring at computer 
screens. The problem is that no one 
shares information when they are wedded 
to their particular box. 

Very soon we must work through all pro- 
grams (Department of Defense, acade- 
mia, and industry) and sort out the ones 
that aren't bearing fruit. I use the flower 
garden analogy. When a gardener wants 
to grow flowers, he ensures that he has 
enough fertilizer to make them all grow. 
If he has too many flowers, and not 
enough fertilizer, all the flowers will 
wither and die. None of them will get 
enough fertilizer to flourish. What the 
gardener must do is pull those flowers 
that aren't flourishing. This allows the 
limited amount of fertilizer he does have 
to concentrate on the other flowers. 
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As we work our way into the future and 
focus on the potential military application 
of information technology, we must not 
allow ourselves to get overly enamored 
with the potential military application of 
information technology. There are several 
concepts in vogue these days that I will 
refer to as "Myths of Information Tech- 
nology." Allow me work to work my way 
through four of these dangerous myths. 

Myth #1 — TOCs will get smaller 
using information technology 

This will be true—eventually. Now, how- 
ever, we find that TOCs are getting bigger 
rather than smaller. They take more sol- 
diers to man them, they have a larger 
footprint (both physically and electroni- 
cally). Existing technology isn't totally 
reliable. Remember—it isn't IF the tech- 
nology will fail you but WHEN. Com- 
manders must equip, man, and train their 
TOCs to be able to command and control 
both digitally and in an analog fashion. 

Staffs must track the battle. To do this in 
an analog environment, we had soldiers 
acting as radio-telephone operators 
(RTOs). They took the radio spot report 
from the subordinate units, and then 
passed the information to a soldier who 
posted that information. If the spot re- 
port was about a change in enemy or 
friendly locations, the soldier turned to 
the map and moved the "stickie" to repli- 
cate the most recently reported position. 

In a digital TOC, those reports come over 
the ABCS. Subordinate units send 
changes to friendly positions over the 
MCS  and  changes  to  enemy positions 

over the ASAS. This information auto- 
matically updates all "addresses" with the 
new information. The people in the TOC 
simply see the new information when 
they look at their screens. 

But what happens if, during the heat of 
the battle, the screens suddenly go blank. 
If a power surge destroys the systems? If 
the enemy was able to interdict the tacti- 
cal internet? Or if a soldier touched the 
wrong button, or pulled the wrong wire, 
and the ABCSs stopped working? If the 
TOC doesn't have an analog backup to 
the digital systems, it would be clueless as 
to what was happening on the battle- 
field—and of no use to the commander. 

In addition, units are composed of both 
digital and analog subordinate units. In 
the 1BCT during our NTC rotation, we 
had attached a light infantry battalion 
from Hawaii, and a Chinook element 
from the California National Guard. This 
isn't unrealistic. We won't get to the point 
of the battlefield anytime soon where eve- 
ryone is digital. TOCs have to be able to 
process some information digitally and 
some analog. 

In short, the requirement to be able to 
command and control both digitally and 
analog causes TOCs to get bigger, not 
smaller, at least in the near term. We need 
the digital systems and their assigned 
operators as well as the analog systems 
and their assigned operators. It is impor- 
tant to note that both of these functions 
require dedicated soldiers. For example, a 
soldier can't be both the RTO and an 
MCS operator—it just doesn't work. 
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Myth #2 — Training will take less 
time 

Some people believe that it is easier, using 
information technology, to train individu- 
als and teams to do their missions. In fact, 
there are groups who advocate that the 
technology is the panacea for a poor 
training program. All wrong. 

As cited in previous chapters, training on 
information technology systems requires 
a three-step process: 

► First, we must train the individuals 
and teams on the basics of being sol- 
diers—the blocking and tackling, if 
you will. 

► Then we must train them on the tech- 
nology. How does it work, what are 
its capabilities and limitations? 

>• Then we must train them on the ap- 
plication of the technology. How can 
we apply what we now know about 
the new technology to how we im- 
prove our lethality, survivability, and 
ability to manage the tempo of the 
batdefield? 

Every piece of the training program takes 
our most valuable resource—time. Train- 
ing on the basics, the blocking and tack- 
ling, still requires what it has always, 
required. Focus on the individual tasks 
during sergeant's time training. Focus on 
the collective tasks during lane training, 
etc. Taking soldiers and units over to a 
consolidated training facility, or to their 
motor pools for that matter, to learn a 
new piece of "kit." (We have always re- 
ferred to this as New Equipment Train- 
ing—and it takes time.) Then the 
application of the technology to basic 
warfighting takes time. 

In the near term, it will take longer to 
train a unit that has information technol- 
ogy available than it does to train a similar 
analog unit. And nothing will ever take 
the place of a good, solid training pro- 
gram that is focused on the fundamentals, 
grounded in the basics—common sense 
training. 

Myth #3 — We need "contractor 
battalions" to support us 

Early in the evolution of information 
technology, everywhere we went we had 
to have contractors available to support 
us. They were the ones who had the parts 
and the knowledge to troubleshoot and 
repair the digital systems. 

We are growing past this. We found in 
the 1BCT that our soldiers (our 74Bs, the 
computer automation specialists, and our 
31 series, the communications specialists) 
could troubleshoot problems and diag- 
nose faults with the best of the contrac- 
tors. As stated earlier, these soldiers 
immersed themselves in the technology, 
and figured out how to best use and re- 
pair it. 

The problem was the soldiers didn't have 
access to repair parts. On many occa- 
sions, our soldiers told the contractor 
what was wrong with their system and 
what part they needed. The contractor 
would get the part, and give it to the sol- 
dier who would then fix the system. 

We must be very careful with the idea of 
relying on "contractor battalions" to sup- 
port us in every contingency. Clearly they 
were critical in the early evolution of the 
technology. Now, however, we must con- 
centrate on "growing our own" maintain- 
ers, soldiers who wear the uniform and 
who can always be counted on to be 
available when needed. 
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Myths 

Myth #4 — Digitization will show 
us an immediate impact on 
battlefield operations 

This is probably the most dangerous of all 
the myths. People are touting that 
information technology is going to show 
an immediate impact on our ability to 
conduct warfighting. They are trying to 
convince the world that information tech- 
nology will show immediate improve- 
ments in lethality, survivability, and the 
ability to manage the tempo of the battle. 
But after hearing all these pronounce- 
ments, we conduct a major test and these 
so-called improvements aren't obvious. 

In July 1999, the Government Account- 
ing Office published a report titled 'battle- 
field Automation—'Performance Uncertainties 
Are Ukelj When Army Fields Its First Digi- 
tized Division, with references to the lack 
of obvious improvement in tactical opera- 
tions: 

In our opinion, the efforts thus 
far designed to measure force ef- 
fectiveness have produced incon- 
clusive results, with maneuver 
units in the field showing no sig- 
nificant increase in lethality, sur- 
vivability, and operational tempo 
while modeling and simulation do 
show increases.1 

Why we aren't seeing obvious increases in 
force effectiveness in live experiments? 
Two primary reasons: 

► Technology is still in its infancy. It 
isn't reliable, nor is it easily sustain- 
able. Parts are hard to come by. Sys- 
tems do crash without any apparent 
reason. 

► Units still lack the time to train on the 
systems. Training has always been and 
always will be "Job One." We must 
take the time to train on the systems. 

A perfect case in point was the FBCB2 
limited user test in which the 1BCT par- 
ticipated in August 1998. A decision was 
made by the Division Commander to 
freeze hardware and software changes on 
January 1, 1998, which gave the team 
seven months to train using the three-step 
process. (We first trained on the basics 
(the blocking and tackling), then we 
trained on the technology, then we ap- 
plied the technology to the basic warfight- 
ing.) By August, we were proficient, and 
the results of the limited user test showed 
the effectiveness of the FBCB2 system. 
During the last fight, a Mechanized Infan- 
try Task Force, equipped with FBCB2, 
totally destroyed an Armor Task Force, 
only losing one Bradley Fighting Vehicle 
during the course of the fight. 

We used the technology the way it was 
intended. Forces were dispersed over 15 
kilometers, and combat power was 
concentrated at the time and place of 
their choosing. The Mechanized Infantry 
Task Force could do that because the 
leaders of that task force all had situ- 
ational awareness and understanding, 
provided by FBCB2. This occurred be- 
cause we had taken the time to train. 

Finally, we must be very careful not to 
conduct live experiments with informa- 
tion technology when the tested unit has 
not had time to adequately train. Tech- 
nology isn't the panacea for a poor train- 
ing program. 

1       Government Accounting Office, July 1999, 
GAO/NSIAD-99-150, p. 14. 
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Conclusions 

We are on an extremely interesting and 
important journey—the journey to take 
advantage of the power of information 
technology in order to improve the lethal- 
ity, survivability, and ability to manage the 
tempo of the battlefield of our Army. We 
have been working our way through the 
issues associated with this important en- 
deavor for many years now. Every day, 
we get closer to the de- 
sired end-state. We learn. 
We adjust. We go forward. 

We must proceed from 
this point forward, capital- 
izing on lessons that have 
already been learned. As people come and 
go in digital organizations, let's take the 
time to first review what we have already 
learned, and build on that. Let's stop 
"starting with a clean sheet of paper." 

We must focus on the T-L-S elements of 
the imperatives—^training, leader develop- 
ment, and soldiers, the essence of which 
will enable us to access the power of the 
technology sooner rather than later. Too 
many times we rush to the Materiel im- 
perative and convince ourselves that we 
can improve operations simply by provid- 
ing operational units with new hardware 
and software. Wrong answer! 

We must focus on the T-L-S 
elements of the 

imperatives—training, 
leader development, and 

soldiers. 

We must take time to develop the indi- 
vidual (especially the leader) and ensure 
that he has the necessary SKAs to truly 
leverage the technology. We must take 
the time to allow units to train— 
individually and collectively—on first the 
basics, and then on the application of the 
technology to improve their warfighting 
prowess. 

And we must focus on mo- 
bile command and control. 
We must get the informa- 
tion to the commander 
wherever he is on the bat- 
tlefield. We must not force 

the commander to come back to the rear 
to get the information. Warfighting is still 
about people. The commander must be 
forward, smelling the cordite, hearing the 
sounds of the battlefield, and talking face 
to face with his soldiers. We must work 
hard now to get the commander the abil- 
ity to command and control, using digital 
systems, from anywhere on the battle- 
field. 
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Acronyms and Abbreviations 

AACCS Army Airborne Command and Control System 

AAR after-action review 

ABCS Army Batde Command System 

AFATDS Advanced Field Artillery Tactical Data System 

ASAS All Source Analysis System 

1BCT 1st Brigade Combat Team (4* Infantry Division, Ft. Hood, Texas) 

BRT Brigade Recon Troop 

CCV Command and Control Vehicle 

CSM Command Sergeant Major 

CSS Combat Service Support 

DOTLMS doctrine, organization, training, leader development, materiel, and sol- 
diers 

DTG Date-Time Group 

EEFI Essential Elements of Friendly Information 

EPLRS Enhanced Position Location Reporting System 

FBCB2 Force XXI Battle Command Battalion/Brigade and Below 

FSO Fire Support Officer 

FSB Forward Support Battalion 

FSC Forward Support Company 

GED General Equivalency Diploma 

GT General Test 

HVA high-value asset 

IDA Institute for Defense Analyses 

JAWP Joint Advanced Warfighting Program 

JSTARS Joint Surveillance Target Attack Radar System 

LNO liaison officer 

MCS Maneuver Control System 

MLRS Multiple-Launch Rocket System 

MOS military occupational specialty 

MSE Mobile Subscriber Equipment 

NAT named areas of interest 

NCO non-commissioned officer 
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Acronyms and Abbreviations 

NTDR Near Term Digital Radios 

NTC National Training Center 

OC observer/controller 

OER officer efficiency report 

OPFOR opposing force 

PIR Priority Information Requirements 

PT physical training 

RTO radio-telephone operators 

SINCGARS     Single Channel Ground and Airborne Radio System 

SKAs skills, knowledge, and attributes 

SOP standing operating procedures 

TACSOP tactical standing operating procedures 

TAI Targeted Area of Interest 

TOC Tactical Operations Center 

TTP tactics, techniques, and procedures 

UAV unmanned aerial vehicle 

US United States 

USA United States Army 
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